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Overviews and Objectives
 The goal of the tabletop exercise is to employ knowledge provided in the previous sessions and to 

increase situational awareness for hospital leadership in dealing with a major cyber incident. The target 

time range for the exercise is 90 minutes followed by discussion.

 The exercise has multiple, complex elements, based upon real world events which will be covered in a 

compressed timeline. There are no absolute correct or incorrect responses, we hope to learn as a 

group based upon our collective knowledge and experience. The intent is to test incident response 

plans, provoke discussion and thought on how the multiple facets of incident response are employed in 

combination with clinical and non-technical priority issues which arise as a result of the incident.
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Exercise Scenario: Day 1 - Saturday

6:00 PM

You hear unconfirmed reports that a sophisticated malware 

which has both ransomware and destructive capability 

has been found on certain hospital networks in Europe. 

8:00 PM
Reports from national media AHA, H-ISAC and 

HITRUST indicate the appearances of the 

same malware found in Europe, in a rural 

hospital in the Northwest US.

The FBI and DHS release an urgent TLP AMBER 

FLASH bulletin confirming that a sophisticated 

malware, with destructive and ransomware 

properties, originating from a foreign based criminal 

organization with possible ties to a state sponsor of 

terrorism is targeting the healthcare, financial 

services and energy sectors. 

11:00 PM
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Further news reports indicate no destruction or encryption of 

data has occurred. The malware my be exploiting the 

DEJABLUE family of vulnerabilities, similarities to the 

WannaCry ransomware outbreak.

6:30 PM

Included in the FBI/DHS FLASH bulletin is a lengthy list 

of technical indicators of compromise (IOCs) which 

may be exploiting a zero day in addition to the 

DEJABLUE vulnerability – analysis is ongoing. NO 

patch is available yet for the zero-day.



Exercise Scenario: Day 2 - Sunday

The information security team has found certain FBI-

DHS published IOCs related to both the ransomware 

and destructive variant of the malware have been 

found on parts of the administrative network and 

the backups of two servers. 

Logs indicate unusual activity and access to the 

backups by a vendor contracted to maintain them.

7:00 AM

The security team reports that IOCs related to 

both the destructive variant and the 

ransomware variant have been found on 

several drug infusion pumps and 

ventilators. 

Employees are beginning to notice network 

and operational disruptions related to the 

ongoing isolation efforts. However the malware 

has not executed.

FBI-DHS reports that the vulnerability being exploited 

allows the malware to replicate and spread laterally 

very quickly. The malware appears to successfully 

execute only 50% of the time for unknown technical 

reasons. However, when it does execute,  it has caused 

massive disruptions to networks, successfully 

encrypting data and potentially poised to destroy 

data.

11:30 AM
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Although no damage or encryption of data has 

occurred, as a precaution, the team is beginning to 

shut down and isolate the affected parts of the 

network and the affected servers, causing 

operational and administrative disruptions. The 

incident response plan is not accessible.

2:00 AM



Exercise Scenario: Day 2 - Sunday

1:00 PM

A screen appears on certain computers bearing the logo 

of a named foreign based militant/criminal organization 

indicating that your hospital has been intentionally 

infected by the organization and they are demanding:

$1 million in bitcoin be paid to a provided bitcoin wallet. 

You have 24 hours to pay or the ransom will double. If 

$2 million not paid within 48 hours your data and 

networks will be destroyed. In exchange, they promise 

not to detonate the destructive malware and provide a 

decryption key for the ransomware variant.
2:30 PM

Employees and patients are asking questions about the 

network and operational disruptions. But no media 

inquiries or press coverage of your organization. 

Patients and staff are on social media discussing 

disruption and speculating they have impacted by the 

malware.

4:00  PM

The FBI recommends not paying the ransom, if 

at all possible. The FBI advises several 

hospitals in the area may be impacted as well. 

IT team advises that if entire network is 

encrypted, It will take five days to restore critical 

systems and ten days to complete full system 

restore. Uncertain if medical devices can be 

restored from backup.
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Exercise Scenario: Day 3 - Monday

The Audit Department informs you that a vendor has 

complained that an expected $1 million payment was 

never received. After research from Audit, it appears that 

the hospital misdirected payment to an unknown 

account based on internal email from the hospital CFO 

yesterday. The CFO is also part of the incident 

command team. 

11:30 AM

Media inquiries being received as they are 

hearing on social media from patients and 

staff that your hospital has been infected with 

malware and are requesting a statement.

6:30 AM

HHS-OCR and State regulators are making 

inquiries and would like to come on site. 

Your Board is demanding a briefing.

4:00 PM
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The Facilities Department reports there is an 

unscheduled elevator and HVAC outage on 

parts of the hospital. 

Information security reports these systems, the 

infant protection system and other physical 

security systems are running a susceptible 

operating system and have previously 

unmapped network connections. 

1:00 PM



DISCUSSION 

General Thoughts? 

What functions were required in this scenario?

What functions were missing?  

Best Practices? 

Challenges? 

Lessons Learned? 

Documentation?

What changes will you make if any?
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Windows 7 – Out of Support 1/14/2020
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Advisory services uniquely informed by:

- Extensive and varied FBI and CIA experience  

- Trusted and confidential access to the nation’s hospital leaders 

- Ongoing exchange with federal law enforcement, intelligence and 

regulatory agencies  

John Riggi, having spent nearly 30 years as a highly decorated veteran of the FBI, serves as the first Senior Advisor for 
Cybersecurity and Risk for the American Hospital Association (AHA) and their 5000+ member hospitals.  In this role, 
John serves as a national resource to assist members defend against cyber attacks and other threats to their 
organizations.  While at the FBI, John served as a representative to the White House Cyber Response Group. He also 
led the FBI Cyber national outreach program to develop mission critical, investigative and information sharing 
partnerships with the healthcare and other critical infrastructure sectors. John held a national strategic role in the FBI 
investigation of the largest cyber-attacks targeting healthcare and other critical infrastructure.

In coordination with the FBI and other government agencies, John is currently leading an AHA national campaign to 
advise members on threats to intellectual property, including nation state sponsored theft of medical research and 
innovation. He currently co-leads a national HHS/healthcare sector task group to develop resources to assist the field 
in translating cyber risk into enterprise risk. John serves as an official private sector validator for the White House’s 
Presidential Policy Directive (PPD)-41 on U.S. Cyber Incident Coordination, to improve coordination among 
government agencies and cooperation with the private sector. 

Previously in his career, John served in leadership positions in the FBI’s Washington Office Intelligence Division, New 
York Office Joint Terrorist Task Force, and High Intensity Financial Crimes Area Task Force.  He also served as the 
National Operations Manager for the FBI’s Terrorist Financing Operations Section, a senior FBI representative to the 
CIA’s Counterterrorism Center and served on the New York FBI SWAT Team for eight years.  John is the recipient of the 
FBI Director’s Award for Special Achievement in Counterterrorism and the recipient of the CIA George H.W. Bush 
Award for Excellence in Counterterrorism, the CIA’s highest counterterrorism award. John presents extensively on 
cybersecurity and risk topics and is frequently interviewed by the media on cybersecurity issues.

John Riggi, Strategic Advisor for Cybersecurity and Risk

jriggi@aha.org (O)  202-626-2272; (M) 24/7 202-640-9159

AHA Membership Includes:
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