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Using Blockchain for Identity 
Management

By Christopher Henkenius, CEO H4 Technology

About the Speaker
vChristopher (Chris) Henkenius, MBA, PMP

vFounder & CEO of H4 Technology

vCareer HIT SME
vClaims, HIPAA, Regulatory, Quality, HIE, Analytics, Machine Learning…

vInsert Holiday Inn Express Joke Here

Chris@H4-Technology.com; 402-350-1681 (c); 402-819-4441 x102 (O)
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Agenda
vIntroductions & Agenda

vWhat is Blockchain?

vHealthcare Use Cases

vBlockchain for Identity Management

vDiscussion & Questions

Encyclopedia Britannica
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Password Management

Bitcoin
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What Is Blockchain?
vIt’s a Chain of Blocks?

vAny questions?

vEnjoy the conference!

Blockchain Origins
vAdopted by Satochi Nakamoto in 2008 for Bitcoin
vOrigins date back to 1991

vEliminated the Trusted Authority (i.e. Banks)
vGreatly Improved Transaction Times
vGreatly Improved Confidentiality and Security
vCreated Whole New Industries
v“Miners”
v“Exchanges”
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What Is a Block?
vContents
vHash of Previous Block
vA Time Stamp
vData

vFeatures
vCannot be Changed without Consensus
vCannot be Changed without Changing all Subsequent Blocks

What Is a Blockchain?
vLedger of Transactions
vShared Among Peers

vStarts with a Genesis Block
vTypes
vPublic (Permissionless)
vPrivate (Permissioned)



10/19/18

6

Current Use Cases
vCryptocurrency
vIdentity Management

Healthcare Use Cases
vConsent
vHealth Information Exchange
vMaster Patient Index/Access
vDrug Providence
vPrior Authorization
vProvider Directory
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Benefits of Blockchain
vTransparency
vAuthentication
vAuditing
vSecurity
vOverhead
vMiddlemen
vCost

Blockchain Negatives
vDo we have a Problem Here?
vAre we Feeding Mayo to the Tuna?
vComplexity
vInfancy
vDifferent Middleman
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What You Will Need
vBroker Service
vPatience
vProgramming Staff
vPatience
vUse Cases

Identity Management
vPassword Management Example

vPatients Control Own Identity

vTransactional/Register Approach

vIntegration Requirements
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Current Healthcare Solutions
vEnterprise Master Patient Index

vPersonal Health Record Technology

vDistributed Information
vMultiple Patient Records 

New Norms
vPeople will Control Their Personal Information

vCan People Control There PII?

vFacility Implementation

vMacro-Implementation
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Can it Be Done?
vComplexity?

vCost?

vScalability?

vDoes it Fix a Problem?

Questions/Discussion?
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Questions – Chris Henkenius

402-819-4441 x102  

Chris@h4-technology.com
www.h4-technology.com
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