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OVERVIEW
If you are not prepared to deal with Cybersecurity issues 
your organization can be brought to its knees. More than one 
healthcare entity has had to scrap its entire IT infrastructure 
to recover from an attack, at a cost of millions of dollars, 
and entities that are not sufficiently prepared to deal with 
Cybersecurity issues may receive penalties from the US 
Department of Health and Human Services if a breach results. 
Now is the time to be sure your Cybersecurity stance is strong 
and resilient and follows recommendations by HHS and NIST.

In this session, we will examine how following the 
requirements of the HIPAA Security Rule and specifically 
taking into consideration cyber-threats can help a healthcare 
entity prepare itself to defend against cyber-attacks and the 
significant impacts to privacy, security, and patient care and 
safety that can result.  We will learn about the latest guidance 
and tools for assisting in preparation and response to cyber-
attacks, and what to do if the attack is successful and creates 
an incident that must be managed and recovered from.

TARGET AUDIENCE
Compliance officers, privacy and security officers, 
health information management leadership and staff, 
information security, and patient relations, as well as 
staff in patient intake and front-line patient relations. 
Also, others interested in or responsible for patient 
communications, information management, and privacy 
and security of protected health information (PHI) 
der the Health Insurance Portability and Accountability (HIPAA) 
Act should attend. 
 

OBJECTIVES
1. Discuss how the HIPAA Security Rule addresses 

Cybersecurity, and how to use the rule to prevent 
cyberattacks.

2. Explain how Cybersecurity is different from other kinds of 
security issues and why it deserves special attention.

3. Describe the NIST Cybersecurity Framework and how to use 
it to prepare for and respond to Cybersecurity events.

4. Evaluate the importance of regular, repeated training to 
help prevent the initiation of an attack on your systems.

5. Discuss how to respond to and follow up on an attack that 
may result in a breach of information.

 
FACULTY
Jim Sheldon-Dean, Founder/Director of Compliance Services 
Lewis Creek Systems, LLC  

Jim Sheldon-Dean is a frequent speaker regarding HIPAA, 
including speaking engagements at numerous national 
healthcare association conferences and conventions, and the 
annual NIST/OCR HIPAA Security Conference. Mr. Sheldon-
Dean has more than 16 years of experience specializing 
in HIPAA compliance, more than 34 years of experience 
in policy analysis and implementation, business process 
analysis, information systems and software development, and 
eight years of experience as a Vermont certified volunteer 
emergency medical technician. He has no real or perceived 
conflicts of interest that relate to this presentation.

PRICE
$195 per connection for members. 
$390 per connection for non-members. 
 Note: The fee is for one phone line with unlimited participants. 
For example, 10 employees can participate for only $19.50 ea!
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