Cyber
Safety IS
Patient

How HHS is providing the healthcare & public health (HPH) sector with
impactful resources, products, and tools to raise awareness and strengthen
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The healthcare sector lost
$25 billion alone in 2021. July 2021 was the 5th consecutive month where data breaches in the

healthcare sector have been reported at a rate of 2 or more per day.
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Cyber attacks are an increasing threat to the Health and Public Health (HPH) sector. As seen with
delayed procedures, diagnostic imaging and laboratory system shutdowns, patient diversions,
and more, these attacks can directly compromise patient safety




Cyber Safety

Patient Safety

Cyber attacks in healthcare affect every
aspect of an organization but most
Importantly they affect patient safety.

A single cyber attack has the potential

to shut down care facilities, erase

Important patient health history, and
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A brief
history of

HHS 405(d)

Aligning Health Care
Industry Security Approaches

Cybersecurity Act of 2015 (CSA) calls
upon HHS to work with industry to
Align Health Care Industry Security
Approaches

HHS in partnership with the Health
Sector Coordinating Council establish
the 405(d) Task Group. The Task
Group begins to develop a "best
practices" publication

After significant analysis of the
current cybersecurity issues facing
the HPH Sector, the Task Group
developed and released the Health
Industry Cybersecurity Practices:
Managing Threats and Protecting
Patients

HHS builds a federal program
around the 405(d) Task Group, with
a focus on HPH cyber outreach and
engagement

405(d) Releases HICP 2023,
Landscape Analysis and the

Knowledge on Demand Platform




What We Do

As the leading collaboration center of
the Office of the Chief Information
Officer/Office of Information Security,
the 405(d) Program is focused on
providing the HPH sector with useful
and impactful resources, products,
and tools that help raise awareness
and provide vetted cybersecurity
practices, which drive behavioral
change and move towards
consistency in mitigating the most
relevant cybersecurity threats to the
sector.

Who We Are

The 405(d) Program is a collaborative

effort between industry and the federal
government to align healthcare industry

security practices to develop

consensus-based guidelines, practices,

and methodologies to strengthen the

healthcare and public health (HPH)
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Hospital Resiliency
Landscape Analysis

Released April 16, 2023
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Document Overview

What to expect and What we covered

O
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Executive

Overview of key
observations, HICP
Practice Adoption and a
note on Data sources

Capabilities and
Performance Assessment

Threat Analysis

Overview of the evolving

threat of ransomware and Covers staff analysis, cyber expense,
links between threats and coverage to NIST and HICP
mitigations

Adoption of HICP
Practices

Covers practices in HICP that have
significant progress, need
improvement, and need additional
research, and non urgent items




Key
Observations



