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AgendaAgendaAgendaAgenda

Recent Enforcement Actions

HIPAA Audits Update 

Recent Entries/Candidates for the 

“Wall of Shame”

Limiting Your Risk of a Breach
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Have an 

escape 

plan with 

a family  

meeting 

place.

If your clothes catch on 

fire . . .
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So, what does this So, what does this So, what does this So, what does this 
have to do with have to do with have to do with have to do with 
HIPAA and HIPAA and HIPAA and HIPAA and 
preventing HIPAA preventing HIPAA preventing HIPAA preventing HIPAA 
breaches?breaches?breaches?breaches?

The lessons you The lessons you The lessons you The lessons you 
learned as a kid learned as a kid learned as a kid learned as a kid 
still apply andstill apply andstill apply andstill apply and

This Photo by Unknown Author is licensed under CC BY-SA

-- can help you limit 

your risk of a HIPAA 

breach.
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Moral: Be safety conscious!

Do a HIPAA 

risk 

analysis-risk 

assessment 

regularly!

Have an 

escape 

plan with a 

family  

meeting 

place.

Moral: Have a plan!

� How’s your HIPAA compliance program?

� When was the last time you reviewed your HIPAA 

policies and procedures? 
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If your clothes catch on 

fire . . . Moral: Take action!

When you detect a problem, 

deal with it!

Recent Recent Recent Recent 
Enforcement Enforcement Enforcement Enforcement 

ActionsActionsActionsActions
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Being Safety Being Safety Being Safety Being Safety 
Conscious Conscious Conscious Conscious ––––
Using Your HeadUsing Your HeadUsing Your HeadUsing Your Head

Using Your HeadUsing Your HeadUsing Your HeadUsing Your Head

• St. Luke’s-Roosevelt Hospital Center Inc.

• Complaint received by OCR in Sept. 2014

• OCR investigation

• Two patients affected

• Involved failing to safeguard PHI when faxing 
information

• $387,200 Resolution Amount and CAP



10/23/2017

8

Being safety conscious Being safety conscious Being safety conscious Being safety conscious 
when faxing PHIwhen faxing PHIwhen faxing PHIwhen faxing PHI

• Patient # 1

• Staff member disclosed HIV status of individual to 
the individual’s employer

• Impermissibly faxed PHI to employer rather than 
sending it to the requested personal post office box.

Patient #1’s PHIPatient #1’s PHIPatient #1’s PHIPatient #1’s PHI

• Included

• Medical care 

• STDs 

• Medications

• Sexual orientation

• Mental health diagnosis, and 

• Hx of physical abuse 
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Patient # 2Patient # 2Patient # 2Patient # 2

• Another individual’s PHI faxed to an 
office where the individual volunteered

• OCR characterized both breaches as 
“egregious” because of the type of 
information involved

• HIV, AIDS, and mental health

The Result?The Result?The Result?The Result?

•$387,200  Resolution Amount

•Corrective Action Plan
• 3 years
• Review and revise as necessary HIPAA policies and 

procedures
• Distribute same to workforce
• Workforce certification of having read/understood
• Training + workforce certification of being trained



10/23/2017

10

Being Safety Being Safety Being Safety Being Safety 
Conscious Conscious Conscious Conscious ––––
Another Another Another Another 
exampleexampleexampleexample

This Photo by Unknown Author is licensed under CC BY-SA

Watch what you put in a Watch what you put in a Watch what you put in a Watch what you put in a 
press releasepress releasepress releasepress release

• Memorial Hermann Health System, 
Houston, TX

• Largest nonprofit health system in 
southeast Texas

• 16 hospitals

• 24,000 employees

• October 2015 OCR compliance review 
based on multiple media reports of 
unauthorized disclosure
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WhatWhatWhatWhat w w w w Were Were Were Were 
they thinking?they thinking?they thinking?they thinking?

• Patient’s PHI released to 15 media 
outlets/reporters in Sept. 2015

• Senior leaders disclosed Patient’s PHI in 
3 meetings with advocacy groups, state 
legislators

• Also disclosed PHI on website

• All without the patient’s authorization

• Did not document timely sanctions 
against those responsible

The BackstoryThe BackstoryThe BackstoryThe Backstory
• The patient was 44-year old woman, an illegal alien from Mexico 

who was arrested at a gynecologist’s office after presenting a 
fake ID 

• She had lived in the Houston area for 12 years

• Had no record of prior arrests. Clinic staff called police. 

• Protestors of the incident stood outside of the medical office and 
said hospitals, as well as churches, should be safe zones 

• MHHS subsequently published a press release with the patient’s 
name in the title
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• $2.4 Million Resolution Amount

• Corrective Action Plan for 2 years

• Develop, maintain, and revise as necessary 
HIPAA policies and procedures

• Implement

• Distribute to workforce and obtain 
certification

• Specific requirement of polices/procedures for 
uses/disclosures of PHI where authorization 
required including to media, public officials

• Also, law enforcement disclosures and 
health oversight activities

Corrective Action Plan Corrective Action Plan Corrective Action Plan Corrective Action Plan 
RequirementsRequirementsRequirementsRequirements
• Identify persons that workforce members may contact in the event of 

inquiries or concerns about HIPAA compliance

• Internal reporting procedures requiring all workforce members to report to 
designated person or office at “earliest possible time” any potential 
violations of HIPAA Privacy or Security or Breach Notification Rules 

• Must require prompt investigation 

• Applicable and documentation of sanctions
• Retraining

• Other corrective action

• For workforce

• Including senior management

• Very prescriptive
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OCR’s prescription for success for OCR’s prescription for success for OCR’s prescription for success for OCR’s prescription for success for 
MHHS:MHHS:MHHS:MHHS:

• “This content shall include”

• Description of the sanctions 

• Timeframe in which MHHS will apply and document 
sanctions for violations of the HIPAA Rules or of MHHS' 
privacy, security or breach policies or procedures

• Manner in which MHHS will document the sanctions; and 

• Where MHHS will store or retain the documentation (e.g., 
personnel file).

Being Safety Conscious Being Safety Conscious Being Safety Conscious Being Safety Conscious ––––
Doing a Risk Doing a Risk Doing a Risk Doing a Risk 
Assessment/Risk AnalysisAssessment/Risk AnalysisAssessment/Risk AnalysisAssessment/Risk Analysis
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Risk Assessment/Risk AnalysisRisk Assessment/Risk AnalysisRisk Assessment/Risk AnalysisRisk Assessment/Risk Analysis

What is it?

OCR says that conducting a risk analysis isOCR says that conducting a risk analysis isOCR says that conducting a risk analysis isOCR says that conducting a risk analysis is

• “the first step in identifying and implementing safeguards 
that comply with and carry out the standards and 
implementation specifications in the Security Rule. 
Therefore, a risk analysis is foundational, . . . .”

• “An organization should determine the most appropriate way 
to achieve compliance, taking into account the 
characteristics of the organization and its environment.”

• No “one size fits all” blue print

• “methods [of risk analysis] will vary dependent on the size, 
complexity, and capabilities of the organization.”
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• April 2017 Resolution 
Agreement with OCR

• FQHC in Denver – serves 
43,000 patients, many 
low income

• Access to ePHI of 3200 
patients

With no risk analysisWith no risk analysisWith no risk analysisWith no risk analysis

• MCPN had not implemented risk management plans 
to address risks and vulnerabilities 

• When MCPN finally conducted a risk analysis, that risk 
analysis, as well as all subsequent risk analyses, were 
insufficient to comply with Security Rule.

• Too little

• Too late
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No Risk AnalysisNo Risk AnalysisNo Risk AnalysisNo Risk Analysis

•HIPAA violation because FQHC failed 
•to conduct an accurate and thorough risk 
analysis, and

•to implement a risk management plan 
sufficient to reduce risks and vulnerabilities to 
a reasonable and appropriate level

•“relatively low” resolution amount of $400,000 –
OCR considered FQ status

What happened?What happened?What happened?What happened?

•Breach report filed in Jan. 2012

•Hacker accessed ePHI through employee email 

•Phishing incident

•Failed to do a risk analysis until Feb. 2012
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Being Safety Conscious Being Safety Conscious Being Safety Conscious Being Safety Conscious ––––
Doing a Risk Analysis/ Doing a Risk Analysis/ Doing a Risk Analysis/ Doing a Risk Analysis/ 
Risk AssessmentRisk AssessmentRisk AssessmentRisk Assessment

• April 24, 2017 

• First settlement involving a wireless health services 
provider 

• Laptop stolen from workforce member’s parked car

• HIPAA security policies and procedures in draft form –
no final policies
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• 2 Breaches of ePHI - in Jan. and Feb. 2012 with 1391 
and 2219 patients affected

• Failed to conduct an “accurate and thorough” risk 
analysis

• Failed to plan for and implement security measures to 
reduce risks

• Failed to
• implement policies and procedures about receipt/removal 

of hardware and electronic media in and out of its 
facilities, encryption of media, and movement internally 
until March 2015

• have safeguards to prevent unauthorized 
disclosures/access to employees

• take steps to correct unauthorized internal disclosures
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Conduct a Conduct a Conduct a Conduct a 
risk analysisrisk analysisrisk analysisrisk analysis

• $2.5 Million 
Resolution Amount

• Corrective action 
plan for 2 years

• Implement secure 
device and media 
controls

• Review/revise 
employee training 
program

Develop & implement a 

risk management plan

Tool for Tool for Tool for Tool for 
risk analysisrisk analysisrisk analysisrisk analysis

https://www.healthit.gov/providers-
professionals/security-risk-
assessment-tool
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DownloadableDownloadableDownloadableDownloadable
ToolToolToolTool

• For Windows

• For iPad

• 156 questions

• Also a paper 
version

• User Guide

• Resources with each question to help:
• Understand the question’s context 
• Consider the potential impacts if the requirement not met
• See the actual safeguard language of the HIPAA Security 

Rule

• Can document answers, comments, and risk 
remediation plans in the tool – information not sent 
somewhere else

• It’s free

https://www.healthit.gov/providers-

professionals/security-risk-assessment-tool



10/23/2017

21

Having a Plan Having a Plan Having a Plan Having a Plan –––– and and and and 
FollowingFollowingFollowingFollowing
Your HIPAA Compliance Your HIPAA Compliance Your HIPAA Compliance Your HIPAA Compliance 
Program, Policies, and Program, Policies, and Program, Policies, and Program, Policies, and 
ProceduresProceduresProceduresProcedures
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What happens when you don’t What happens when you don’t What happens when you don’t What happens when you don’t 
have a planhave a planhave a planhave a plan

� $2.5 Million

� Corrective Action 

Plan for 2 years

� 2 breach reports –

April and July 2012

� 115,143 patients 

affected

� Feb. 2017 

settlement

One way to make One way to make One way to make One way to make Modern HealthcareModern HealthcareModern HealthcareModern Healthcare
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The Facts

• 2 employees impermissible 
access to PHI

• Names, DOB, SSN

• Internal investigation found 
additional 12 other employees

• Affecting 115,143 patients

What Went Wrong

• Former employee of physician 
practice had access to PHI of 
80,000 patients for over a year

• Failed to implement procedures to 
regularly review records of 
information system activity

• audit logs

• access reports

• security incident tracking reports

• Jan. 1, 2011 through June 2012

From the HHS Press ReleaseFrom the HHS Press ReleaseFrom the HHS Press ReleaseFrom the HHS Press Release

• . . . MHS failed to regularly review records of information system 
activity on applications that maintain electronic protected health 
information by workforce users and users at affiliated physician 
practices, despite having identified this risk on several risk analyses 
conducted by MHS from 2007 to 2012.

• The login credentials of a former employee of an affiliated physician’s 
office had been used to access the ePHI maintained by MHS on a daily
basis without detection from April 2011 to April 2012, affecting 
80,000 individuals. 
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What went wrong?What went wrong?What went wrong?What went wrong?

• January 1, 2011 until June 1, 2012

• Did not “implement” policies and procedures (i.e., “failed to 
follow”)

• Had access authorization policies

• Did not establish, document, review, and modify a user's 
right of access as required by 45 C.F.R. § 164.308(a)(4)(ii)(C).

• $5.5 Million Resolution Amount

• Corrective Action Plan – 3 years

Corrective Action Plan elementsCorrective Action Plan elementsCorrective Action Plan elementsCorrective Action Plan elements

• Complete a risk analysis and risk management plan

• Revise policies and procedures 
• Information system activity review to require the regular review of audit logs, 

access reports, and security incident tracking reports

• Access establishment, modification, termination

• Protocols for access to MHS's e-PHI by affiliated physicians, their practices, 
and their employees

• Regarding risk analysis and risk management, review and revise 
existing policies and procedures for compliance 

• Submit to HHS
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The 

Importance 

of Taking 

Action

What happens when you don’t What happens when you don’t What happens when you don’t What happens when you don’t 
take actiontake actiontake actiontake action
• Children’s Medical Center, Dallas, TX

• 3 hospitals and many clinics in north Texas

• Filed a breach notification report in Jan. 2010 about 
the loss of an unencrypted Blackberry in Nov. 2009

• Had ePHI of 3800 persons

• OCR began its investigation in June 2010
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Children’s Medical Center, DallasChildren’s Medical Center, DallasChildren’s Medical Center, DallasChildren’s Medical Center, Dallas
• During OCR investigation, Children’s submitted GAP analysis done by 

a vendor Strategic  Management System (“SMS”)  in Dec. 2006-Feb. 
2007 for Children’s

• Identified lack of risk management as a major finding

• Recommended encryption  for laptops in case of loss or theft

• Separate analysis of risks and vulnerabilities to ePHI by 
Pricewaterhouse Coopers (“PwC”) in Aug. 2008 

• Identified high risk because of potential loss of unsecured devices

• Recommended encryption

What went wrong?What went wrong?What went wrong?What went wrong?

• Despite the recommendations, allowed workforce to use 
unencrypted devices through April 2013

• Knew there was a problem and did not fix it. 

• By Nov. 2012, 
• did not put in place an alternative or document why it did so
• did not implement policies/procedures to govern movement of 

data, media, and hardware containing ePHI into, out of, and within 
the facility

• No inventory of devices to which media control policy would 
apply
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What else?What else?What else?What else?

• iPod of workforce member lost 
in Dec. 2010 – OCR notified

• Synced to email at work

• ePHI of 22 persons

• Not encrypted

There’s moreThere’s moreThere’s moreThere’s more

�OCR findings in Sept. 2012 – Insufficient controls on 

USB drives and smartphones to prevent unauthorized 

USB to be taken out the hospital unencrypted resulting 

in a breach

�July 2013 breach notification report to OCR about a 

lost laptop – again, unencrypted

�Had been password protected

�Some security measures there with badge access 

and cameras
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And more . . .  And more . . .  And more . . .  And more . . .  

• But janitorial personnel not authorized to access ePHI had 
unrestricted access to the area where  laptop was stored.

• Occurred between April 4 and 9, 2013

• 2462 persons’ information

• Attempted informal resolution by OCR and Children’s

• $3,217,000 Civil Money Penalty

• Aggravating factors – Children’s knew about the problems 
and did not fix them – the amount of time and prior hx of 
noncompliance

Moral to the storyMoral to the storyMoral to the storyMoral to the story

• If you know you have an issue, you 
must take steps to get the problem 
fixed. 

• If required, do it!

• If addressable, determine what you 
will do and document the reasons
why the solution is appropriate

This Photo by Unknown Author is licensed under CC BY-NC
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HIPAA Phase II HIPAA Phase II HIPAA Phase II HIPAA Phase II 
AuditsAuditsAuditsAudits

Phase II HIPAA Audits: Phase II HIPAA Audits: Phase II HIPAA Audits: Phase II HIPAA Audits: 
What’s the point? What’s the point? What’s the point? What’s the point? 

• Identify best practices; identify risks & vulnerabilities; 
Identify areas for guidance; encourage compliance

• Intended to be non-punitive, but OCR can undertake 
compliance review

• If significant concerns are raised during an audit

• Entity fails to respond

• Information from this phase to be used in developing 
ongoing audit program

• Also, to develop tools and guidance for industry self-
evaluation and breach prevention
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What’s the status of the Phase II Audits?What’s the status of the Phase II Audits?What’s the status of the Phase II Audits?What’s the status of the Phase II Audits?

• 166 Covered Entities

• 43 Business Associates 

• Phase II audits of 
• Covered Entities  -- Complete
• Business Associates –

Wrapping-up

• No onsite audits in Phase II 

• Phase III will include onsite audits

What’s Happening in the Phase II What’s Happening in the Phase II What’s Happening in the Phase II What’s Happening in the Phase II 
Audits?Audits?Audits?Audits?
• Summary report expected— maybe this year

• None of the Phase II auditees were moved to the compliance 
track

• There was a small number notified about audit but did not 
respond -- on a compliance track
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The Wall of ShameThe Wall of ShameThe Wall of ShameThe Wall of Shame

Breach Barometer Breach Barometer Breach Barometer Breach Barometer –––– 1111stststst Half of 2017Half of 2017Half of 2017Half of 2017
233 Reported Breaches233 Reported Breaches233 Reported Breaches233 Reported Breaches

Breaches - Jan.- June 2017

Insider- Rogue Insider- Error Hacking Ransomware Other Loss

Source: Protenus/Databreaches.net

Protenus Provides Insight into 2017 Healthcare Data Breach Trends, HIPAA Journal (available at 

https://www.hipaajournal.com/protenus-provides-insight-2017-healthcare-data-breach-trends/ )(last visited 10/19/2017)
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More from the Breach BarometerMore from the Breach BarometerMore from the Breach BarometerMore from the Breach Barometer
By # of Incidents in 2016 compared to 1By # of Incidents in 2016 compared to 1By # of Incidents in 2016 compared to 1By # of Incidents in 2016 compared to 1st  st  st  st  Half of Half of Half of Half of 
2017201720172017
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Protenus Provides Insight into 2017 Healthcare Data Breach Trends, HIPAA Journal (available at 

https://www.hipaajournal.com/protenus-provides-insight-2017-healthcare-data-breach-trends/ )(last visited 10/19/2017)
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Protenus Provides Insight into 2017 Healthcare Data Breach 

Trends, HIPAA Journal (available at 

https://www.hipaajournal.com/protenus-provides-insight-

2017-healthcare-data-breach-trends/ )(last visited 10/19/2017)
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The Wall of ShameThe Wall of ShameThe Wall of ShameThe Wall of Shame

• https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

• Common Themes:
• Insiders – bad actors

• Insiders - schlepitude

• Ransomware

• Phishing

• Mobile device security – no encryption

• Risk Analysis MIA

• Risk Management MIA

• Fixing what’s broken before it becomes a problem

Limiting Your Limiting Your Limiting Your Limiting Your 
Risk of BreachRisk of BreachRisk of BreachRisk of Breach

Workforce Training

• What uses/disclosures require an 
authorization?

• Do your people know?

Business Associate 
Agreements

• Current with HITECH?

• Signed for all Business Associates?

Risk Analysis/Risk 
Assessments

• Not done 

• Done poorly

• No follow-up
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Limiting Your Limiting Your Limiting Your Limiting Your 
Risk of BreachRisk of BreachRisk of BreachRisk of Breach

Failing to manage 
the risks identified

• Taking timely action to fix issues identified

• Follow-up and follow-through

Device/Mobile 
device security 

• Inventory

• Encryption

Transmitting PHI 
securely

• Email

• Texts

• Files

• Remote access 

Limiting Your Risk of BreachLimiting Your Risk of BreachLimiting Your Risk of BreachLimiting Your Risk of Breach

Information 
Security 
Hygiene

Patching software

Use of unsupported software

Inventory and tracking

Encryption at rest and in transmission

Auditing and 
monitoring 
access to 

PHI

Celebrities

Other employees

Family members of employees

Neighbors

Timing of access

Volume of access
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Limiting Your Risk of BreachLimiting Your Risk of BreachLimiting Your Risk of BreachLimiting Your Risk of Breach

• Appropriate access for position

• Training

• Monitoring for bad actors

• Access on-boarding/off-boarding

Insider 
threats

• Copiers

• Fax machines

• Paper

• Electronic

PHI 
Disposal

More risksMore risksMore risksMore risks

Disaster recovery

Back-ups that work and

tested

Contingency planning
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Let’s be Let’s be Let’s be Let’s be 
careful out careful out careful out careful out 

there!there!there!there!

Your QuestionsYour QuestionsYour QuestionsYour Questions
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Thank you!Thank you!Thank you!Thank you!

Jill Jensen, J.D.

jjensen@clinewilliams.com

Direct: 402-479-7116

Fax: 402-474-5393


